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Avoid Failure at Rollout Through %
“Inclusive” Process Modeling

Have you ever seen a software project fail at the finish line? After numerous
sign-offs and approvals? After successful Agile Sprints? Many of these failures
happen because it is only when the software is done and in use that users can
fully understand that new software doesn't fit their way of doing business.

Fortunately, developing system requirements using “inclusive” process
modeling can prevent these failures. Inclusive modeling looks beyond system-
focused use cases/user stories/ touch points to understand how the system
will fit into the broader business process that the supporting technology.

This presentation will use real-world examples from education, finance,
pharma, and healthcare, to show how the inclusive modeling approach can
improve the software development process.



The Difficulty of Defining %
Requirements

* | shall not today attempt further to define the
kinds of material | understand to be embraced
within that shorthand description

* <System Requirements>

e ;and perhaps | could never succeed in
intelligibly doing so. ——
S Rl i

But | know it when | see it!

—Justice Potter Stewart,
concurring opinion in Jacobellis v. Ohio 378 U.S. 184

(1964) regarding possible obscenity in The Lovers.
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Objectives

Explore Requirements’ contribution to failure at
launch

Get you thinking about software solutions in an
internal and external business context

Get you thinking about software use cases in a
business process context

Explore ways to extend existing methods to consider
the organizational and business process context when
defining requirements

Introduce a model-based design approach for
capturing, validating, testing, and maintaining

requirements | combating the “Elephant Test”
It is difficult to describe, but you know it when
you see it
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Personal Introduction

I’'m a practitioner (i.e. not an academic)

I’'m a project manager, business analyst, solution
architect

| have PMP and Scrum Master certifications

My projects range from new products, integrated
systems, and packaged software rollout

| have a system integration orientation

Career long interest in Requirements
— I’ve used lots of tools, in lots of situations

I’'m aggressively implementation neutral
I’m methodology neutral



D)

Now Tell Me About You

Your Roles
— Developers?
— System Architects?
— Business Analysts?
— Project Managers?
— Other Roles?
Your Projects
— Technologies?
— Market Sectors?
Your Organization
— Big/Small?
— Formal Business Requirements Process?
— Use Business Analysts?

Your Methodologies and Tools
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Failures

20 Largest Projects 15% 5% 15% 25%

Epic Fail: Case Management System for NYC
* >S1M project
e 1stjteration got stuck in UAT, never went live

« 2'jteration (not planned) got stuck in UAT, never
went live

* Project canceled
Failure Type: Requirements / Technology / Schedule
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Your Failures

Your Failure Scorecard

0,<10%, < 15%, < 37%. < 61% ?

Fail Types
Requirements?
Technology?
Resources?
Schedule?
Budget?

Many or All?

Project Types



| Am Not Alone

Project Failure: All Projects Project Failure: IT Projects

CHAOS RESOLUTION

" Overall

Project Results

Successful 47%

———

Project resolution from
2012 CHAOS research.
25%

Figure 1. Distribution of Success and Failure Across Project Sizes

S Projects

at Risk*

Large IT projects
(budget exceeds

37%

* A significant number of projects are at
risk every year. Of the 20,821 projects Midsize IT projects

that were closed in the past 12 months VNN

in the firms surveyed, 37% were at risk

and were either recovered or failed | Smel T projects
(<$350,000)

0 10 20 30 40 S0 80 70 80

e > 20%

© Project Management Solutions, 2011

Source: Gartner (June 2012)



Reasons / Fixes

Failure Reasons: All Projects

op5 Causes of

Troubled Projects

1
REQUIREMENTS
Unclear, lack of agreement,
lack of priority, contradictory,
ambiguous, imprecise

2
RESOURCES
Lack of resources, resource
conflicts, turnover of key
resources, poor planning

SCHEDULES
Too tight, unrealistic,
overly optimistic

4
PLANNING
Based on insufficient data,
missing items, insufficient
details, poor estimates

RISKS
Unidentified or assumed,
not managed

>79%
Requirements
Related

==

© Project Management Solutions, 2011

Failure Reasons: IT Projects

11-16%
Figure 2. Why Projects Fail
Canceled after
Peorcentage of Respondents
100 1 launch
90 9 Z _—
80 9
’
70 4 Other reasons
80 4 " Poor quality
» Canceled after launch
- # High cost vanance
40 1 wSubstantially late
30 49 #Functonality issues
20 9
10 4
—
0

Small IT proj Medium IT projects Large IT projects

Source: Gartner (June 2012)

Gartner Recommends:

Invest in truly capturing and understanding the business expectations and
functionality sought from the project, and ensure that there is initial,
adequate allocated funding, as well as good processes in place for revisiting
the expectations and required funding at multiple points during the project.

Increase the frequency of project status and review meetings, as well as
ongoing confirmation of the project’s alignment with business strategy —
with an eye toward identifying and cancelling projects at the earliest possible
stage that no longer meet company needs.



Agenda

Session Overview

Objectives

Introductions

Fails

Requirements Link to Failure

Agenda

Common Requirements Methods-Requirements Pitfalls
Inclusive Extension to Common Methods-Call Center
Inclusive Extension to Common Methods-STAR
Alternative Approach-Model-Based Design
Summarize Criteria by Methods

Current projects in the Room

Questions (5 minutes)
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Process Design

PROJECT GESTALT

Output:

IT Roadmap for GRC

“As-Is” Situation

IT Principles and

Strategy Inventory all of the
Get GRC existing processes

practitioners at the and the technology
table with IT that supports these

professionals to processes

discuss how IT can
support GRC needs

"QILNWVYO ISNIDIT ¥ISN TTONIS 6007 ‘LT MY ‘AVANOW NO 21719301 OL GISNIDIN

* Current State

* Future State

* Business
Requirements
Solution Approach

“To-Be” Vision

Define, enhance,
evolve an
enterprise
architecture that
supports GRC
needs

(c) OCEG - page 19

Source: OCEG Presentation

Priorities Projects,
Budgets &
Ownership

GRC and IT
professionals work
together to define
priorities and specific
projects to phase into
the ultimate vision.

B cdells Deloitte.




Traditional Process Design:

PROJECT GESTALT
Process In Store Sale
Purpose: purchase product at store
Trigger(s): customer enters slore S —
Frequency: daly Process
Volume
Prerequisites: none
Predecessor Use Cases none Y
Successor Use Cases wave order for pick/pack/ship — P u r p O S e
—
- [ ]
=31 Trigger
g £ i
2 ; H § i E *  Frequency
n : £ ! L Comments
greet in store sales L4 VO I ume
select product customer
enter product in PDA in store sales  BIN item lists warehouse system
create pick req warehouse itemns list “T-Number® warehouse system
find/ sales first name, last name current sytsem
enter pick r sales T-Number current sytsem
create item details current sytsem T-Number order item details current sytsem
Confirm Bill-To in store sales current sytsem
Create Order in store sales current sytsem s
Confirm Total in store sales current sytsem -
Enter Payment Method in store sales current sytsem P e r Ste p H a p py D a y
create gift card in store sales current sytsem
Sh Details in store sales current sytsem ° 1 1
Complete This Order in store sales current sytsem Descrl ptlon
Select peyment type in store sales current sytsem
pick order cellar pick ticket product warehouse system
send product to sales floor cellar procuct b ACt O r
in store sale g
* Inputs
*  OQutputs
* Exceptions
[ ]

Spreadsheet/
database/System

Exception Paths




Traditional Process Design:
Future State

Process #:

1

Description: In Store Sales

Trigger: Customer Enters Store

Cash/Carry, Select
Delivery Payment

Select Products

Advise on Enter Delivery "M Enter Payment
Products Option Details

Greet Customer Process Order

View Customer

Order History Enter Order

Create
Customer

Pick Up Order

Send to Sales
Floor

Pick Order

point of point of point of point of point of
sales sales sales sales sales

=

" PicklPack/
\_Ship Process )

PROJECT GESTALT



Organtzational Unit

How is It solved
now?

a
J

[ what solutions does

Prioritize Need for
Solution

£|What are the reasons.
or this problem?.

Sales fior I e p and hold, sea futres e look 3t MUt T g order status, o Key requrement
screens to gt compiete picture  program partcipation
Sals oot G card ansacton
no pen pacs tisnot pen pad capabilly
sai oot 5 bl 5 Go oyl programs o n Soré GSGunts NTi does not have ihe capabiiy 1o supporloyaly 11 not essilyconfigured p ied i
programs o in sore iscounts one or more channels
e saion rsquremEnt
| ales foor shipping: NT1 has no informaton cn shigping by “other carers’ Nt does not have the informaton not shipping sat
Sales ior Hoor orders ake 160 10ng i busy perods Sales person tied 0 oter unti he énd managers g armarce so
queue things up moble checkout; decouple sales person fom
fuifiment
Saies oo kes 338 amoun of s 1 rek 6 S1o0k 5 S Toki 1 Si5cK Frocess Tianagers know how, ivives " sysion-basad i process ‘Sariarca salon rsguramant
deletinglnes,ilem maintenance.
Changing pick ickets. Want to
getitback i stock as so0n 2
Sales oo i itple order work around Tl ender capabify arimace so
Sales oo 3638y W i TRENET T i 10 roess s e ke Sararca SalAon rsquramant
ransaction order ship and ek
Sais oot s i i i 3 ek 3 Fioai cal Cuslorer " sjsten e so
‘Senvios to complets the reum
process and they implement a
Sai oot iy B3R, does i esiy save i, singe sysier? iniggraied PR appicain Use Powerhouse PDA i iggers
person from the order flfiment, orcer process atjeast
Sales oo i PO e rea tme l0caion at e of orcer
locks up bottle
Saies oo Gan't show ‘cormped 67 ecapts e an e i process for ‘Gomping: an e oF
“compled appy some other sorof promotion i
Sales oo 3 Fiosk not 561G ablet based ransacion wieh emaiid FEcept Sararce
Salos o Gitandy ho process fo Graer on e Bck Up i he Sore 75 process Has boen deveioped (e i ek
wpinsiore
| sales fioor ful NTi, the paper process. fequesi”
can sell the persons wine shouid be slocated 1o & fulures order
| sales fioor why cnly 1 cash register cash register sofware on a stand alone PC, conirol?  single cashier control point wil remain o ehange fo cumant process

holder Needs

e Organizational Unit

* Problem

* What are the reasons for this problem?
e How s it solved now?

 What solutions does the user want?

* Prioritize Need for Solution

Map Solution to Address Need
* Use Case/Feature map



Traditional Process Design: Pitfalls

Typical Process Design

(P s wang A
A

Source: OCEG Presentation

Requires establishing
analytical boundaries

Stakeholder engagement /
stakeholder management
issues

Politically risky group
activity

Doesn’t document all the
options considered

Can’t easily consider
complex interaction

Based on a snapshot view of
the context



Six Sigma SIPOC %

0-9-6-6-0

SUPPLIER INPUT PROCESS OUTPUT CUSTOMER
Person/Organization  Resource thatis Series of steps where Resource thatis  Person/Organization
that provides Input added to a Process an Input convertsto  the result of a that receives

to a Process. by a Supplier. an Output. Process. products or services.

SO LEANSIXSIGMA http://GolLeanSixSigma.com



Six Sigma SIPOC: Pitfalls

SUPPLIER INPUT PROCESS OUTPUT

INPUT PROCESS OUTPUT CUSTOMER
Resource thatis Series of steps where Resource thatis  Person/Organization

added to a Process an Input convertsto  the result of a that receives
by a Supplier. an Output. Process. products or services.
LEANSIXSIGMA http://GoLeanSixSigma.com

Supplier is Customer
of Other Process




Six Sigma SIPOC: Pitfalls %

431ddNS

@@@@0

SUPPLIER INPUT PROCESS OUTPUT CUSTOMER

SUPPLIER

Supplier is One of Many
Diverse Suppliers for Single
Type of Process Input




Actors Outside

aaviical | Use Case: Pitfalls

Domain

Get Details for
Request

Get Details for
Request

Another System

System Domain

e

Submit
Request

PROJECT GESTALT



Another Person

7

Another Person

Context: Pitfalls

S

Another System

Analysis Scope

Interacting User

Actors Outside

Analytical Domain

LT

N Interacting User

Interacting System
Interface

Interacting System
Interface

|

Interacting System
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Agile

o) lﬁ
® ouc ...
NL'JI“(;
.. @ O
‘ 2-4 WEEK .

SPRINT
O 0.
)eoo00000

o,

PRODUCT BACKLOG SPRINT PLANNING SPRINT BACKLOG

POTENTIALLY SHIPABLE
PRODUCT INCREMENT

#.ScrumAlliance
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gile: Pitfalls

Ultimate success hinges
on Product response to
business requirements

V4

PRODUCT BACKLOG

2-4 WEEK ‘
‘_ . SPRINT .

® o
i O
00) )eoo00000

= = o,

o)

SPRINT PLANNING SPRINT BACKLOG

POTENTIALLY SHIPABLE

PRODUCT INCREMENT
~ScrumAlliance ﬂ

Business Case Issues:
When will it be done? What is the customer’s

_ change absorption rate?
How good is good enough?
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Inclusive Requirements Model

An orientation rather than a formal
methodology

Can be implemented using existing
requirements/development methods

Can improve understanding of business,
organizational and external context for
solution

Not a guarantee of success at roll out
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Call Center Example

New business offering at nationwide healthcare organization
providing centralized appointment-making services for affiliates

Each affiliate is an independent operation and was free to choose
whether to participate

Affiliates have a variety of practice management/electronic health
record systems

Reproductive health is highly regulated and requirements vary
significantly from state to state
Primary actor is the agent

— Removed from the immediate context of their affiliate

— Handling, one after another, calls for different states, for different
affiliates for different services

— Does not directly interact with the affiliate systems
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Call Center Approach Using Agile

Strong Product definition
— Developed customer profiles and usage scenarios

— Rapid prototype in Ruby on Rails based upon early
adopting affiliates as validation

Developed API for integrating with variety of practice
management solutions

Managed application iterations using Agile methods

Designed for customer variations

— Generated call flow templates with parameterized
configuration

— Content block management for localization and languages
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Call Center Arch

tecture

|

Patients

Affiliates

Wireless
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Call Center: Product Plan

c
2
o £ § L £ §
£ = - ® i 3
g =} g § ° v
2 o = E v S B
o ° 3 E 2 a8 § §
:Z 3 $ $ 5 e
E E ¢ = 3 E
_ < < 3 T 2 g g
€ - 8 <} & 8 3
. §J < = & ¥ &
ﬂ Use Cases 3 ~ N & = ~ - :
Agent Present Agent Script L] Web Team L]
Practice Management  Search Patient Ul [ ] *-Must Have Web Team ]
Practice Management  Submit Search Patient Criteria L] *-Must Have Web Team
Practice Management  Execute Search Patient Request *-Must Have Interface Developer
Practice Management  Present Add Patient Ul L] *-Must Have Web Team L]
Practice Management  Submit Add Patient Request ] *-Must Have Web Team
Practice Management  Execute Add Patient Request *-Must Have Interface Developer
Practice Management  Present Update Patient Ul L] *-Must Have Web Team L]
Practice Management  Submit Update Patient Request L] *-Must Have Web Team
Practice Management  Execute Update Patient Request *-Must Have Interface Developer
Practice Management  Present Reguest Available Appointments Ul L] *-Must Have Web Team ]
Practice Management  Submit Reguest Available Appointments Criteria L] *-Must Have Web Team
Practice Management  Execute Request Available Apppointments Reguest *-Must Have Interface Developer
Practice Management  Present Book Appointment Ul ] *-Must Have Web Team [
Practice Management  Submit Book Appointment Reguest L] *-Must Have Web Team
Practice Management  Execute Book Appointment Request *-Must Have Interface Developer
Practice Management  Execute Search Patient Appointments Request *-Must Have Interface Developer
Practice Management  Execute Cancel Appointment Request *-Must Have Interface Developer
Management Execute Request User Booked Appointments Criteria *-Must Have Interface Developer




Call Center: Pitfalls

* Assumed day-to-day variation in
appointments would be handled
by update to affiliate practice
management system—could not
replace Tap on the Shoulder
Interaction

* Creeping complexity challenged
both the people and systems



Call Center: Complexity Overload

PROJECT GESTALT

Measure Count Total Total Total Total Total
Affiliate Services That Makes Apppointments For ) 29 3 19 4 5
Measure Counts| Total/ Custom | Total/ Custom | Total/ Custom | Total/ Custom | Total/ Custom
Workflows 8 3 8 0 12 3
Screens 27 2 23 2 39 1 27 1 25 2
Text Blocks 55 29 105 34 79 24 112 45 142 28
Complex Tasks 6 3 8 6 6 4 6 3 6 1
Rules Vary by Location 1 v 25 v v &3 v v
Service Offering Variation v 25 v R v
Mandatory Information Session, v 23] v 25 v 23] v 25
Parental Involvement, v v v v v
Insurance Coverage Evaluation v v 25 v &3 v 25 v
Insurance Validation v 25
Courtesy Billing Flow v 25
Financial Assistance v v R v v v
Appointment Offset Due to v 2
Appointment Offset Due to Financial Assistance v 25
Appointment Offset Due to Medical Condition v R
Cost Shopper v v R v v R v
Data Fields Created 41 1 41 5 14 0 36 36 4
Business Rule 18 1 18 6 8 1 21 21 1
Measure Tools Used Tools Used Tools Used Tools Used Tools Used
Agent Tools
script v v v v v
....erface with Affiliate system v v v v
Interface with Database v
Direct Use of Affiliate system Tiger
Direct Use of External System Navicure




STAR Example

Education benefit provider client

Organization grew through acquisition, each acquired entity
merged as a new department

Had not yet integrated processes, nor was it clear that there was
the organizational will to do so

Processes managed on a variety of legacy systems
Open discussion on whether to centralize back office functions

Organization needed a common system platform for benefit
management

Primary issue
— 27 key processes performed at least 75 different ways!

B
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STAR Approach

Established context diagram for each department
Documented current processes for each department

Developed Model Process framework based upon product
line—instead of department legacy practices

Sought to align like tasks in each process to facilitate
Department comparison discussions

Created model processes adding required quality and
compliance activities for all departments and
accommodating department-specific activities

Developed use cases based on model process

Developed standard operating procedures incorporating
department-specific activities
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STAR: Aligned Processes
Department Negotiation

Are activities required based on
Department product lines?

Can Exception paths be mitigated?
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Promoted Model Process Adoption ™"

SOP: What Are They? STAR

Model Processes

Functional Flow STAR Standard O ding P I

Background and Overview

Procedures

Service Line Flow

EEEE= T

ﬁ
Quality Measures
e —

Enforcement

Form Flow
» Department data entry

» Centralized data entry




STAR: Model Processes

1 Added new Quality and

Compliance steps

Harmonized terminology.
Identified which steps were to be
accomplished using new system




STAR: Use Case

Use case reference to
Model Process step

it [~ Roviows_| ysocaso g = output vl o8 B erocess code B proces namo B ot s 1, 8 process 0ubd process comments gon
BUC303 Generate invoice for special Session ID/Name, Invoice of projected cost TUF coordinator 7 Skills 07.2TUF.02 i or "Invoice his process is used for req SA 2120 "Service Accounting:Service not required TAR 1.0 F
testing session Enroliments based on enroliments. Assessmimiestin those tg itemizing from certain grant funded on-site Billing:Invoices
Q L ssn, anticipated cost programs, and special testing for
date, test time external Funds.
NOTE: "A system is needed to
allow the invoice to be produced
directly from the data input into TEF
BUC083 SAz5 aca " i i 4 4 4 4 i A " L ; TETAR
a payroll payment batch  Payroll Account, Track Payroll Batch record TEF program Payroll SA 2055 "Service Accounting:Payment STAR 1.0 AR1.0
Number, list of unsent manager accounts Processing:ADP Checks
Participants, SSN, Payment
Semester, Amount Requests
approved not
EAZE BOsL A payroil batch Bayroll Account, Track Updatod Bayroil Batch ™ TEF Brogram 14 Sond baich Y 14 14 SR 5555 Marice Accounting Bayment STARTE WTARTH
Number, list of unsent Record, file in payroll manager request check Processing:ADP Checks
Participants, SSN, processor file format processing
Semester, Amount »
(vid Void checks in payroil batch ™ Bay ESN Updaied Bayroil Batch and TEE brogram 4 Fiion 14 14 4 K 55 Wervice Accounting Bayment START G WTAR TG
Check Number Payment record manager Assistance (TA) Processing:ADP Checks
voided
reconcile payroi batch Payroil Account, Batch Updaied Bayroil Batch and TEF program |4 Verify check ™" I I SR Bayment
Payment record . manager
oSt Bayroll chack R Updated Bayment record ~ TEE program 14 PBost manually 14 14 K ent
Check Number, Check manager check for Processing:ADP Checks
Date, Check Amount student training
somester "
) Tever payrol batch Bayroil Account, Batch ™ Updated Baich record FEE brogram 14 Reverl ADB 14 14 K 55 Wervice Accounting Bayment STARTG WTAR TG
Number. manager bateh process I
SA3Z update voucher default value  SSN, Amount, Block, Block Updated Service record  TEF program 4 Block amount ” r r SA 3055 Mervice Accounting-Payment STARTC MSTARTG
Date manﬁer due individual ProoessiwADP Checks

Use Cases to required to
support Model Process

Step




STAR: Use Case

2: Assigned to
Modules and Release

i E‘Rwhm' E’u.-c:u Em E‘Oulgm
BUC303 Generate invoice for special Session ID/Name, Invoice of projected cost 7 Q Ul festing for eq
testing session Enroliments based on enroliments Assessment/Testin those tested - ing from certain grant funded on-site
9 name, ssn, lest anticipated cost programs, and special testing for
date, test time external Funds.
NOTE: "A system is needed to
allow the invoice to be produced
directly from the data input into TEF
DMS - Test Manager.” . .
SA25 acd a payroll payment batch  Payroll Account, Track Payroll Batch record TEF program v Payroll v v r SA 2055 ¥ervice Accounting Bayment n
Number, list of unsent manager accounts Processing:ADP Checks
Participants, SSN, Payment
Semester, Amount Requests
approved not
EAZE BOsL A payroil batch Bayroll Account, Track Updatod Bayroil Batch ™ TEF Brogram 14 Sond baich Y 14 14 SR 5555 Marice Accounting Bayment STARTE WTARTE i
Number, list of unsent Record, file in payroll manager request check Processing:ADP Checks
Participants, SSN, processor file format processing
Semester, Amount
Vg Void checks in payroil batch  Pa USSR Updatod Bayroil Baich and TEF Brogram 14 Fition 14 14 14 SR 5555 Marice Accounting Bayment STARTE WTART G i
Check Number Payment record manager Assistance (TA) Processing:ADP Checks
voided
reconcile payroi batch Payroil Account, Batch Updaied Bayroil Batch and TEF program |4 Verify check ™Y I I SR Bayment YSTARTG n
Payment record . manager. i
oSt Bayroll chack R Updated Bayment record ~ TEE program 14 PBosi manvally " 14 14 K ent (]
Check Number, Check manager check for Processing:ADP Checks
Date, Check Amount student training
somester "
) Tever payrol batch Bayroil Account, Batch ™ Updated Baich record FEE brogram 14 Rever ADB ™' 14 14 K 55 Wervice Accounting Bayment STARTG WTAR TG (]
Number manager batch process P
SA3Z update voucher default value  SSN, Amount, Block, Block Updated Service record  TEF program 4 Block amount ” r r SA Payment STAR10 MSTARTG n
Date manager due individual Processing:ADP Checks

6 Operational Operational

efficiency efficiency
1: Use Cases Assigned
Business Reason
10 Existing existing
Functionality  functionality

10 Existing existing
Functionality  functionality



STAR: Standard Operating

PROJECT GESTALT

Procedures
SOP: What are They?
Procedures
. Purpose STAR Standard Operating Procedures
. Audlence 1. Background and Overview
« Context Diagrams 2. Model Process Framework
« Workflow and Relationships | ey
» Responsibility Matrix -
* Procedures
— Activity 13. Quality Measures
— Performed by
14. Enforcement
v

12
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STAR: Standard Operating
Procedures

SOP: How do they relate to STAR

training?

« SOP activities reference “what” to be done in
STAR and by whom

Fund Source and Budgets: Collective Bargaining

Activity

Prepare prop d annual budget Director, TEF: All Departments

Review/approve annual budgets Trustees

Deliver Approved Budgets to DPA Director, TEF: All Departments
Enter budgets in STAR in conjunction TEF: DPA
with SSD:Finance

Notify Departments of Budget Entry TEF: DPA

« STAR training will address “how” it is done in
the application

14
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Model-Based Development Option

Traditional Approach

S

Effort and uncertainty Design
scale in the later stages

Implement

Time Outcome Known

Outcome Known
Simulation models e
reduce overall time, et
risk and cost, and -
minimize uncertainty Odkien Vigtugd

Inti {{1]

Implement

s T

Model Based Development



Organizational Competency %
Modeling

* Purpose — Holistic modeling of process, people
and technology for requirements engineering
and solution design

 Approach — Leveraging proven robotics design
methods and patterns

* Value — Enables and support agile adaptability
to organizational and environmental change



Traditional Process Design vs. Organizational Competency

PROJECT GESTALT

Typical Process Design Organizational Competency (OCU)

Source: OCEG Presentation

2P H” KOQI

ﬂ‘. | “ﬁ Operations

Lengthy, costly and politically risky group
activities

Issues from synthesized documentation channeled to
appropriate experts

Decisions documented, but not all options
and views considered

Governance team reviews options and tradeoffs preserved
in context

Insights that do not support the conclusion
are lost

Individual expertise is reusable as organizational expertise

Efforts must be repeated if similar issues arise

Time-to-value accelerates as additional knowledge
sources are integrated

Complex interactions and interrelationships
can’t be understood

Complexity modeled and considered

Final process related to static context

Adapts to changing business and regulatory context




Organizational Competency (OCU)

An OCU encapsulates the people,
process and technology required
to fulfill its Mission

Unlike traditional process design
that maps activities across
organizational domains and
layers...

An OCU is constructed by

defining:

- Mission—the OCU’ s purpose

- Linkages

- Activities required by the
combination of Mission and

Linkages
, : -  Knowledge and Expertise
Expertise o (o sustainable rqulrgd to accomplish the
Application ﬂ | Activities
Linkages s/ B - Resources (human,
AN Activities .
@/ technology, economic, other)
required to enable the OCU
Other OCU Integrated q . . .
Linkages and make it self-sufficient

Other OCU

OCU-Enabled Operations




Model Development

PROJECT GESTALT

Initial Phase Activities Purpose
Prototype

Business Landscape

Capture Expertise

Collect
Analyze

Model

Synthesize Expertise

Integrate

Learn

Apply Expertise
Publish
Implement
Update

Improve

Define the internal and external landscape required to frame
expertise

Gather existing expertise in the form of reports, documentation,
spreadsheets, and system extracts

Analyze and model interrelationships

May also include expertise collection using analytical use cases
models, interviews or other methods

Initial Prototype engagement limited to collecting and analyzing
existing documents by the engagement team

Integrate and rationalize captured expertise to identify:
-Extent of documented expertise relevant to the problem
-Learnings from holistically modeled interrelationships

-Expertise gaps to be filled through interviews or by using
“collection/validation” models

Design and deliver operational use cases automating complex
activities

Update expertise base

Expand expertise base and use cases



Global Pharma Example:

PROJECT GESTALT

Previous Process

Time-Consuming and
Inconsistent Results

Business Line/Project Team Information Security Officer Business Technology Experts

Confer with IT on IT Risk Provide input on IT Risk

2

Discuss Technology Risk
with Business

2

Enter Risk in Legacy

System
Analyze System-Generated Negotiate requirements not
Requirements relevant due to scope

46



Approach: Capture and Synthesize

Expertise

Capture
Expertise

PCI 1.1.4 - NextMove Viewer
Fie Report Hep

Authoritative Sources
EU Privacy Directive (Feb 4’
Federal Trade Commissic
FFIEC Information Secur
HIPAA (August, 1996)
ISO/IEC 17799:2005(E)
ISO/IEC 27001:2005(E)
NIST SP 800-53 {Februal

01 Build and Maintain a Secure Network

02 Protect Cardholder Data

03 Maintain a Vulnerability Management F
04 Implement Strong Access Control Mea
05 Regularly Monitor and Test Networks
06 Maintain an Information Security Policy
|Appendix A: PCI DSS Applicability for Hos

Synthesize

Expertise Bases

Regulatory Authorities and Links

Sub Section

01 Install and maintain a firewall config
02 Do not use vendor-supplied defaults fo |01.02 Traffic from "Unirusted" Networks/H

01.03 Publicly Accessible Server Connecti
01.04 Direct Public Access
01.05 IP Masquerading

E+ |Appendix B: Compensating Controls
] ETI 2
I DefeutSelect [ ListAl I Defaul Select I~ Listal I~ Defaul Select I~ LAl ™ Defaut Select I~ ListAl I o
Mapped Archer Control (ATCS) ATCS > Source Gap with Archer ATCS
T CobiT 4.0 (2005) REEE) —
FFIEC Information Security Booklet (Dece 0 Jrity Policy
|SO/IEC 17799:2008(E) Development of Procedures
ISO/IEC 27001:2005(E)
NIST SP 800-63 (February. 2006) and SP
PCI Data Security v1.1 {September, 2006,
Employee Awareness
Personnel S
¥ Defaul Select I~ Listal
Make Spreadsheet < >
Mapped IPMG CO Mapped IPMG OR-DR
Totat 0
2
2
% Defaul Select I Litar 2
Make Spreadsheet Make Spreadsheet 2
Navigate IPMG CO Select IPMG CO Select IPMG OR - DR Select Archer Control

fault Select

[BEE

[01.01 Firewall Configuration:
“Establsh frewall configuialion
standards that inchude the following
(<P>01.01.01 & formal process for
(approving and testing ol extemal
Inetwork connestions and changes to
the frewal configuation </P>

<P>01 curent networ
diagram with all connections to
(cardholder data, including any
wireless netwarks <

|<P>01.01.03 Requiements for &
frewall at each ntemet connection
and between any DeMitarzed Zone.
(DMZ) and the intemal network zone.

PCI Section

</P>

<P>01.01.04 Desciiption of groups.

rols, and responsiilties for logical
nagement of netwark componerts

I~ Listal

</P>
<P>01.01.05 Documented fst of
senvices/ports necessaiyfor business

</P>
[<P>01.01.06 Justiication and
(documentation fo any avaiable

[HTTP) and Secure Sockets
[Layer (35L), Secure Shel (SSH), and
Nitual Pivate Netwark

documentation fo anyrsky protocols
llowed (for example, Fie Transter
[Protocal [FTP), which includes
reason for use o protocol ant

12

frewal and router ule sets </P>
<P>01.01.03 Configuraton standerds.
for touters< /P>

|ATCS-348: Access to Network.
Services (1]

|ATCS-350: Ideniy Al Netwark
\access Points (1)

£5-355: Approval of
(Connections to External Public
Networks (1)

ATCS-363: Required Use of
Firewals (1)

1.1 INFORMATION OBJECTS AND CC4
2.1 INFORMATION SECURITY ROLES
2.2 THIRD PARTY RELATIONSHIPS £
2.3 PERSONNEL SECURITY TRAININ
2.4 INFORMATION USERS' SECURIT
3.1 INFORMATION OBJECT AND INFC
3.2 INFORMATION OBJECT CONFIDE
BAMANACING PERSNNALLY inenTE

Make Spreadshest

1.1 INFORMATION OBJECTS AND CC4
2.1 INFORMATION SECURITY ROLES
2.2 THIRD PARTY RELATIONSHIPS £
2.3 PERSONNEL SECURITY TRAININ
2.4 INFORMATION USERS' SECURIT

1 INFORMATION OBJECT AND INFC
3.2 INFORMATION OBJECT CONFIDE
3.3 MANAGING PERSONALLY IDENT

4.1 SYSTEM CONTROLS |
< 3

ATCS-344

I Listal

Make Spreadshest ATCS-353

E PERTOOL SOFTWARE
Rapidly Deploying Expertise

@ Moosoft Project

IATES-364: The Feewal Rusbase
B

ATCS-365: De-Miitarized Zone (1)
ATCS-368: Configuration of Routers
(o]

|ATCS-372: Standerds for Using File
Transfer Proiocal (FTP) (1]

|ATCS-375: Secuity Standards for
[TivialFile Transfer Protocol (TFTP)

v Copy Tent

SOX
: — HIPAA
GxP

- PCl
— NIST

ISO 17799

* Compliance Products and Links
— UCF
— Archer Policies

Company-Specific and Links
— Requirements
— Policies
— Procedures

&)

47
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Global Pharma Solution

SME expertise

Captured
. * Prototype new
Business Problems processes
External Regulatory Changes Internal Policy Changes * Validated enterprise

platform requirements
* Extracts fed enterprise
platform
* Environment for
evaluating change
impact

Internal Expertise

———
ELC—
Process Requirements Solution Requirements Technology Requirements

N N IT Policy/Common Control Set ||
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Need for Inclusive Modeling

High dependency on internal and external
ousiness context

_ow degree of control over actors

Large number of actors with large process
variations

High levels of SME input required

High rate of change in the internal and
external context
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Examples from the Audience

* Would these methods work in your context?
 Other methods used?

* Would these methods work in your context?
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Question or Comments?

Neil Jacobson
President
Project Gestalt, Inc.

neilj@projectgestalt.com




